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1. INTRODUCTION

1.1 This report is issued to assist the Authority in discharging its responsibilities in relation to the 
internal audit activity. 

1.2 The Public Sector Internal Audit Standards also require the Chief Audit Executive (known in 
this context as the Internal Audit Consortium Manager, undertaking the role of the Head of 
Internal Audit) to report to the Audit Committee on the performance of internal audit relative 
to its plan, including any significant risk exposures and control issues. The frequency of 
reporting and the specific content are for the Authority to determine.

1.3 To comply with the above this report includes: - 

 Any significant changes to the approved Audit Plan;
 Progress made in delivering the agreed audits for the year;
 Any significant outcomes arising from those audits; and
 Performance Indicator outcomes to date.

2. SIGNIFICANT CHANGES TO THE APPROVED INTERNAL AUDIT PLAN

2.1 At the meeting on the 3rd March 2016, the Annual Internal Audit Plan for the year was 
approved, with an amendment in IT coverage reported to the Committee in December. 

2.2 Since the last report it has been agreed to postpone the risk management audit to 2017/18 
to enable the risk strategy to be reviewed and updated prior to the audit being undertaken 
and the audit of the CSU area was also postponed to 2017/18 to enable the Place Review to 
conclude before the area is audited.

3. PROGRESS MADE IN DELIVERING THE AGREED AUDIT WORK

3.1 The current position in completing audits to date within the financial year is shown in 
Appendix 1 with the internal audit plan of work now complete for 2016/17.

3.2 In summary;

 82 days of programmed work has been completed by Eastern Internal Audit 
Services; and 

 65 days of programmed work has been completed by East Lindsey District Council.

4. THE OUTCOMES ARISING FROM OUR WORK

Eastern Internal Audit Services

4.1 On completion of each individual audit an assurance level is awarded using the definitions 
shown in the table below.

Substantial 
Assurance

Based upon the issues identified there is a robust series of suitably 
designed internal controls in place upon which the organisation relies to 
manage the risks to the continuous and effective achievement of the 
objectives of the process, and which at the time of our review were being 
consistently applied.

Reasonable Based upon the issues identified there is a series of internal controls in 
place, however these could be strengthened to facilitate the organisation’s 



Page 3 of 23

Assurance management of risks to the continuous and effective achievement of the 
objectives of the process. Improvements are required to enhance the 
controls to mitigate these risks.

Limited 
Assurance

Based upon the issues identified the controls in place are insufficient to 
ensure that the organisation can rely upon them to manage the risks to the 
continuous and effective achievement of the objectives of the process. 
Significant improvements are required to improve the adequacy and 
effectiveness of the controls to mitigate these risks.

No Assurance Based upon the issues identified there is a fundamental breakdown or 
absence of core internal controls such that the organisation cannot rely 
upon them to manage risk to the continuous and effective achievement of 
the objectives of the process. Immediate action is required to improve the 
controls required to mitigate these risks. 

4.2 Recommendations made on completion of audit work are prioritised using the definitions 
shown in the table below.

Urgent Fundamental control issue on which action to implement should be taken within 
1 month.

Important Control issue on which action to implement should be taken within 3 months.

Needs 
Attention

Control issue on which action to implement should be taken within 6 months.

4.3 In addition, on completion of audit work “Operational Effectiveness Matters” are proposed, 
these set out matters identified during the assignment where there may be opportunities for 
service enhancements to be made to increase both the operational efficiency and enhance 
the delivery of value for money services. These are for management to consider and are not 
part of the follow up process.

4.4 During the period covered by the report Internal Audit Services have issued five final reports 
– two assurance reports and three position statements - and the Executive Summary of 
these reports are attached at Appendix 2, full copies of these reports can be requested by 
Members. 

4.5 As a result of the two assurance audits seven recommendations have been raised; no 
urgent (priority one), four important (priority two) and three needs attention (priority three). All 
of which have been agreed by management for implementation.

In addition, three Operational Effectiveness Matters have been proposed to management for 
consideration.

4.6 In summary the final assurance reports issued conclude the following:

Licensing and Business Support – Reasonable Assurance
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This joint audit with Breckland DC covered taxi licenses for drivers, vehicles and operators: 
policies & procedures, processing applications, complaints, appeals & revocations of 
licenses and recording & reconciliation of income. The audit also included an overview of 
online applications for alcohol licenses.

The audit concluded with one important and two needs attention recommendations being 
agreed with management, with the important recommendation already addressed.

Corporate Governance – Reasonable Assurance

This joint audit review of governance arrangements at Breckland and South Holland 
Council’s focussed on decision making, in particular, executive and non-executive decisions 
and whether they comply with the Council’s Constitution. The review also included the 
systems and processes in place for preparing reports requiring executive and non-executive 
decisions, to ensure they are followed correctly and consistently.

The audit concluded with three important and one needs attention recommendations being 
agreed with management. The important recommendations will ensure that; reporting 
through on decisions is consistent & contains sufficient information through the use of the 
mod.gov system, through the correct us of mod.gov reports are written & prepared in 
sufficient time to ensure these meet approval & agenda deadlines and training is provided to 
all report authors in relation to governance / decision making, including Executive (Key 
Decisions) and Non-Executive decisions and the types of decisions requiring publication.

4.7 During this period three position statements have been issued which provide management 
with suggested actions and area for improvement in key areas and which will help to inform 
future direction.  In summary, these reviewed the following:

Transformation Programme

This review provided an overview of the operations of both the Strategic and Operational 
Transformation Boards and focused on three projects that had or were still in the process of 
going through the new two board structure.

Leisure

This was a high-level review focusing on the Castle Sports Complex in Spalding and the 
Peele Leisure Centre in Long Sutton, in particular, for internal audit to act as a critical friend 
looking at the options the Council has / is exploring over the future provision; both short and 
longer term, of these services. The outcomes of the review also provided advice with regard 
to procurement and contract management.

ISO Gap Analysis

The objective of this review was to conduct a gap analysis of the ISO27001:2013 standard 
against the current readiness of the Councils to comply with it and to provide suggestions to 
management to enhance the process, where applicable. The outcomes of this review will 
feed into the project plan for the ICT infrastructure work at both Councils and will be 
reviewed by Internal Audit over 2017/18.

4.8 It is pleasing to note that all audits concluded in a positive opinion being awarded, with no 
issues that would need to be considered at year end and included in the Annual Governance 
Statement. However, the outcomes from the Leisure and ISO Gap Analysis work will be 
further considered in 2017/18.
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East Lindsey District Council (ELDC) – Compass Point Business Services (CPBS) 

4.9 As with the work completed by TIAA, on completion of each individual audit ELDC award an 
assurance level, the principle behind the assurances is the same however they are referred 
to in different terms. The following is a comparison for Members information:

TIAA Assurances ELDC assurances

Substantial Assurance High Assurance

Reasonable Assurance Substantial Assurance

Limited Assurance Limited Assurance

No Assurance Low Assurance

The audits also conclude with recommendations which are classed as high risk, medium risk 
or advisory points, these equate to the priority one (urgent), two (important) and three 
recommendations raised by TIAA.

For ease of reference for Members the terminology employed by TIAA will be utilised when 
referencing the work completed by ELDC within this report. The following summary is 
provided on the conclusions reached by the ELDC auditors, full copies of the reports can be 
made available to Members should this be required.

4.10 In quarter four of 2016/17 ELDC undertook key internal audit reviews on areas of work 
undertaken by Compass Point Business Services (CPBS), these reviews were joint and 
covered systems and processes utilised and applied for both Council’s. The majority of 
recommendations are therefore joint across both Council’s, with a few being specific for 
South Holland. 

4.11 Key Controls and Assurance

These audits review those key controls which feed into the statement of accounts and 
assurance is needed to ensure these are operating as expected. The purpose of the reviews 
is to provide independent assurance that there are sound systems of internal control and 
that the Council’s resources are being protected. The areas covered, and a summary of the 
conclusions are as follows:

 Income
The review focused on the generic key controls around income at ELDC and SHDC, 
with specific testing undertaken on Building Control income at SHDC, due to the 
amount of income regularly received.

The audit concluded that overall income management processes are well controlled, 
in relation to Building Control Income three recommendations were agreed with 
management which will ensure that; a permanent fix as developed with Ocella to 
ensure that VAT is appropriately applied to replace the manual workaround, the 
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charge applied for the hourly rate is reviewed prior to the fees being set for 2018/19 
and the spreadsheet for quotations is password protected. 

 Housing Rents
This SHDC specific review focused on the key areas of; rental income, annual rent 
calculations, reconciliations, rent arrears, changes to housing stock and access to 
the system.

The audit concluded with two recommendations that were addressed at the time of 
the audit in relation to a consistent approach to the approval for setting of rent and to 
ensure independent review of when rents are recalculated. 

The audit also raised two further recommendations to ensure that; reconciliations to 
the general ledger be independently on a timely basis and access to the system is 
regularly reviewed. 

 Accounts Receivable
This audit reviewed the processing & raising of invoices, recovery action, refunds & 
credits, write offs and collection rates. 

The audit highlighted that some staff across both Councils have access to raise 
credit notes on the portal system but did not have the requisite approval on the 
Council’s authorisation matrix – this matrix is the central record of delegated authority 
and is administered in line with the Financial Procedure Rules. Management have 
agreed to ensure that the system agrees to the authorisation matrix and staff will be 
reminded to ensure that they provide the appropriate evidence. 

 Revenues
This audit reviewed the processes in place for the administration of both Council Tax 
and Business Rates. The key controls reviewed were; valuations, changes in liability, 
refunds, discounts & exemptions, recovery processes, write offs and reconciliations.

The audit highlighted that due to the staff changes for SHDC there had been a delay 
in the processing of write offs over the financial year, management have recognised 
this issue and timescales for the write off of bad debts will be considered and then 
applied. 

The current Debt Management Policy for SHDC does not include the approval limits 
for write offs and does not provide clarity over individual debt versus total debt for 
write, off. It is recognised that staff are working to the same limits as prior years, 
however it is recognised by management that the Policy need to be updated to 
confirm these levels and provide clarity over classification of debt. 

The audit has also recommended that a consistent audit trail & diary entry system is 
utilised when debt is supressed and that all discounts & exemptions are regularly 
reviewed. 

 Benefits
Between April and December 2016 SHDC paid £7,770,184.22 to 2910 claimants, 
therefore this key area requires regular review by internal audit.

The audit covered processing of claims & changes, quality assurance processes, 
payments, overpayments & returned payments, reconciliations, staff training and 
system access. 



Page 7 of 23

The audit highlighted that access permissions for both the Academy and the Idox 
system were not up to date and needed to be informed through the 
starters/movers/leavers process and that the staff declaration of interests needed 
regular review by management. 

Two other recommendations were raised in relation to independent review of the 
BACS file prior to submission and rental charges being fully verified to ensure that the 
correct benefit entitlement is awarded, both of which were addressed at the time of 
the audit.

 Accountancy Services
This audit covers the key processes and controls in place within; general ledger 
maintenance, control accounts, asset management, treasury management and 
budgetary control.

Five of the eight recommendations were raised in the areas of general ledger 
maintenance & controls accounts to ensure that; appropriate segregation of duty is in 
place, system access rights are correct and up to date, reconciliations are 
independently reviewed, details of journals & virements are appropriately recorded, 
and that policy and procedure reflects current practice. 

Two SHDC specific recommendations were raised to ensure that; the budget 
virements approval is correctly reflected in the Financial Regulations and the Asset 
Management Strategy covering 2014-2019 is reviewed as required on an annual 
basis. 

Payroll

As of 1st November 2016, the new payroll system iTrent went live. This system 
encompasses a self-serve functionality, whereby staff input data directly into a portal which 
then feeds data into the main system. This has assisted with the Councils moving towards 
being ‘paper-lite’.

The scope of this full system review covered; the appointment process, the leaver process, 
payments, processing of payroll data, system access, training for staff on the new system, 
procedures, establishment lists and the provision of (all) training & development is in place 
for staff.

On conclusion of the review the key areas that require management attention are: to ensure 
that the role out of the establishment lists to Managers is progressed as required thus 
ensuring that managers can verify the posts within their services and to ensure that as part 
of the post implementation review of the iTrent system the procedure notes are completed.

The other recommendations relate to ensuring that; supporting documentation is retained on 
the system, i.e. for new starters & related induction and for leavers, sufficient controls are in 
place for submitting expense claims and that system access to the electronic HR (restricted) 
documents is regularly reviewed. 

Accounts Payable

In relation to the key processes in this area officers raise purchase requisitions, request 
supplier set up and record goods received within a portal area of SharePoint. CPBS are then 
responsible for the processing & payment of invoices through the AX system. The system 
used is Microsoft Dynamics AX with Idox used as the Document Management system.
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The audit covered these above key processes along with reconciliations and system access.

The audit highlighted that although there has been an increase in purchase orders being 
raised during 2016/17 it was found that a large proportion of these were retrospective. The 
raising of purchase orders is a key control that ensures spend is accurately committed within 
budget as well as enabling proper authorisation and separation of duties to reduce the risk of 
fraud and error. The retrospective action bypasses this control. Management have agreed to 
once again remind staff of the requirement for purchase orders, whilst CPBS will monitor the 
level of retrospective action to ensure that this works more effectively and report this to the 
Section 151 Officer to enable further action to be taken and / or a review of policy, and finally 
the exceptions lists will be reviewed to ensure that this is appropriate.

Other recommendations within the report will ensure that; high value payments are 
authorised by a bank signatory, controls are put in place to minimise the likelihood of 
duplicate payments (with regards to the internal payment vouchers), reconciliations are 
accurate & variances are appropriately investigated, there is independent verification of 
changes to bank account details, accounts in credit are promptly & regularly investigated 
and work instructions for the team are up to date.

4.12 Although there are no issues that would need to be considered at year end and included in 
the Annual Governance Statement, internal audit will monitor the progress made in the key 
areas of purchase orders and credit notes.

5. PERFORMANCE MEASURES

5.1 The Internal Audit Services (TIAA) contract includes a suite of key performance measures 
against which the contractor is reviewed on a quarterly basis. There are a total of 11 
indicators, over 4 areas. The performance measures can be seen at Appendix 4.

5.2 There are individual requirements for performance in relation to each measure; however, 
performance will be assessed on an overall basis as follows:

 9-11 KPIs have met target = Green Status.
 5-8 KPIs have met target = Amber Status.
 4 or below have met target = Red Status.

Where performance is amber or red a Performance Improvement Plan will be developed by 
the contractor and agreed with the Internal Audit Consortium Manager to ensure that 
appropriate action is taken.

5.3 All internal audit work for 2016/17 has now been completed and a report on the performance 
measures provided, the performance for each quarter and at year end was green status with 
targets having been satisfactorily.

5.4 In addition to these quarterly reports from the Contractors Audit Director, ongoing weekly 
updates are provided to ensure that delivery of the audit plan for the current financial year is 
on track. 

5.5 It is also extremely encouraging to note that all internal audit reports produced by TIAA (111) 
for all authorities within Eastern Internal Audit Services were issued at draft by 31 March 
2017, with all 12 reports for South Holland District Council at final report by 10 May 2017.
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APPENDIX 1 – PROGRESS IN COMPLETING THE AGREED AUDIT WORK 

Audit Area Audit Ref No. of 
days

Revised 
Days

Days 
Delivered

Status Assurance 
Level

Date to 
Committee

Comments

Urgent Important Needs 
Attention

Op

Quarter 1
Corporate Health and Safety SH1701 3 3 3 Final Report issued 24 May 

2016
Reasonable 0 2 1 1 28 July 2016 Joint audit with BDC

Branding SH1702 3 3 3 Final Report issued 21 July 
2016

Reasonable 0 0 4 1 28 July 2016 Joint audit with BDC

TOTAL 6 6 6
Quarter 2
South Holland Centre SH1703 7 7 7 Final Report issued 3 

October 2016
Substantial 0 0 2 2 15 December 

2016
Strategic Housing SH1704 10 3 3 Final Report issued 17 

August 2016
Reasonable 0 3 2 4 15 September 

2016
Welland Homes
Housing Right to Buy

SH1714 0 7 7 Final Report issued 21 
October 2016

Reasonable 0 4 0 1 15 December 
2016

Ascoughfee SH1705 7 7 7 Final Report issued 3 
October 2016

Reasonable 0 2 4 0 15 December 
2016

TOTAL 24 24 24
Quarter 3
Licensing and Business Support SH1706 5 5 5 Final Report issued 7 

February 2017
Reasonable 0 1 2 2 22 June 2017 Joint audit with BDC

TOTAL 5 5 5
Quarter 4
Corporate Governance SH1707 4 4 4 Final Report issued 19 April 

2017
Reasonable 0 3 1 1 22 June 2017 Joint audit with BDC

Risk Management SH1708 3 0 0 Postponed to 201718 Joint audit with BDC
Transformation Programme - benefits 
realisation

SH1709 6 6 6 Final Position Statement 
issued 31 March 2017

22 June 2017

Planned Maintenance, major contracts 
and property services
Responsive repairs, voids and recharges

SH1710 10 0 0 Postponed to 201718

Leisure SH1711 5 5 5 Final Position Statement 
issued 9 May 2017

22 June 2017

TOTAL 28 15 15

Recommendations
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Audit Area Audit Ref No. of 
days

Revised 
Days

Days 
Delivered

Status Assurance 
Level

Date to 
Committee

Comments

Urgent Important Needs 
Attention

Op

IT Audits
Coverage to be confirmed TBC 20 0 0
Cybersecurity SH1712 0 10 10 Final Report issued 5 

September 2016
Limited 0 8 9 2 15 September 

2016
Disaster Recovery
 ISO27001:2013 Gap Analysis  

SH1713 0 10 10 Final Position Statement 
issued 10 May 2017

22 June 2017 Joint audit with BDC

TOTAL 20 20 20
Follow Up
Follow Up NA 12 12 12
TOTAL 12 12 12

TOTAL 95 82 82 0 23 25 14

Percentage of plan completed 100%

Audits to be delivered by East Lindsey DC 
Key Controls and Assurance na 20 20 20
     Income 1425 Final Report issued 25 May 

2017
Reasonable 0 3 0 na 22 June 2017

     Housing Rents 1429 Final Report issued 25 May 
2017

Reasonable 2 2 2 na 22 June 2017

     Accounts Receivable 1420 Final Report issued 25 May 
2017

Reasonable 1 1 8 na 22 June 2017

     Revenues 1421 Final Report issued 25 May 
2017

Reasonable 2 3 3 na 22 June 2017

     Benefits 1422 Final Report issued 25 May 
2017

Reasonable 2 2 4 na 22 June 2017

     Accountancy Services 1426 Final Report issued 1 June 
2017

Reasonable 1 7 1 na 22 June 2017

Payroll 1428 10 10 10 Final Report issued 24 May 
2017

Reasonable 0 7 8 na 22 June 2017

Accounts Payable 1427 10 10 10 Final Report issued 26 May 
2017

Limited 1 6 4 na 22 June 2017

HB Subsidy Testing na 25 25 25 Complete - workbooks with 
External Audit for review

65 65 65 9 31 30

100%

OVERALL TOTAL 160 147 147

100%

Recommendations



Page 11 of 23

APPENDIX 2 – AUDIT REPORT EXECUTIVE SUMMARIES

Assurance Review of Licensing and Business Support

Executive Summary

OVERALL ASSURANCE ASSESSMENT ACTION POINTS

Control Area Urgent Important Needs Attention Operational

Policies and procedures (for 
issuing taxi licences)

0 0 1 0

Processing applications (new 
and renewals)

0 0 0 2

Complaints, appeals and 
revocations of licences

0 0 1 0

Recording and reconciliation 
of income (including fees)

0 1 0 0

Total 0 1 2 2

* No recommendations have been raised in respect of on line applications for alcohol 
licenses. 

SCOPE
The objective of the audit was to review the systems and controls in place within Licensing and Business Support, as detailed in the action points above, to help confirm that 
these are operating adequately, effectively and efficiently. 
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RATIONALE 

 The systems and processes of internal control are, overall, deemed ‘Reasonable’ in managing the risks associated with Licensing and Business Support. 
The assurance opinion has been derived as a result of one ‘important’ recommendation and two ‘needs attention’ recommendations being raised upon the 
conclusion of our work.

 The audit has also raised two ‘operational effectiveness matters’, which set out matters identified during the assignment where there may be opportunities 
for service enhancements to be made to increase both the operational efficiency and enhance the delivery of value for money services.

KEY FINDINGS

Positive Findings 

We found that Breckland and South Holland have demonstrated the following point of good practice as identified in this review and we will be sharing details 
of these operational provisions with other member authorities in the Consortium:

 Both Councils have introduced an online application facility for certain licences (mainly Licensing Act 2003 at present), which allows users to apply for 
licences both during and outside of office opening times. Breckland has already received positive feedback citing the flexibility this offers.

It is acknowledged there are areas where sound controls are in place and operating consistently:

 Taxi licences had been processed promptly by both Councils, with supporting documentation held on the licensing system (LalPac).

 Continuous audits of the completeness of documentation held on LalPac are completed by both Councils.

 Action has been taken by both Councils in readiness for the changes to the licensing regime resulting from the Immigration Act, which came into force 
on 1st December 2016.

Issues to be addressed 

The audit has highlighted the following areas whereby controls would benefit from being strengthened, and as a result of these findings one ‘important’ 
recommendation has been made.

Recording and reconciliation of income (including fees)

 Taxi licence fees for both Councils to be reviewed in order to reduce the risk that fees are not set an appropriate level to meet the costs of the service 
thereby resulting in financial loss to the respective Councils.
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The audit has also highlighted the following areas where two ‘needs attention’ recommendations have been made.

Policies and procedures (for issuing taxi licenses)

 Hackney Carriage and Private Hire Licensing procedures for both Councils to be updated, and to include accurate licence periods, and for Breckland 
Council, to also include reference to five yearly medical checks from age 45. This is to reduce the risk that processes are not completed in a correct 
and consistent manner.

Complaints, appeals and revocations of licences

 Documented procedures for complaint handling to be produced. This is to reduce the risk of complaints not being resolved in a prompt and consistent 
manner.

Operational Effectiveness Matters

The operational effectiveness matters, for management to consider, relate to reviewing the narrative included in LalPac for taxi licence fees for pay.net 
transactions in order to improve the audit trail over each transaction, and the appointment of a Deputy Systems Administrator for the licensing system 
(LalPac) to provide cover for staff absences.
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Assurance Review of Corporate Governance 

Executive Summary

OVERALL ASSURANCE ASSESSMENT ACTION POINTS

Control Area Urgent Important Needs Attention Operational

Systems and processes for 
the preparation of reports

0 1 0 0

Executive and non-executive 
decisions. 0 1 1 1

Training on executive and 
non-executive decision 
making

0 1 0 0

Total 0 3 1 1

  

SCOPE

The objective of the audit was to review the systems and controls in place within Corporate Governance, as detailed in the action points above, to help confirm that these are 
operating adequately, effectively and efficiently. 



Page 15 of 23

RATIONALE 

 The systems and processes of internal control are, overall, deemed ‘Reasonable’’ in managing the risks associated with Corporate Governance. The 
assurance opinion has been derived as a result of three ‘important’ and one ‘needs attention’ recommendations being raised upon the conclusion of our 
work. 

 The audit has also raised one ‘operational effectiveness matter’, which sets out matters identified during the assignment where there may be opportunities 
for service enhancements to increase both the operational efficiency and enhance the delivery of value for money services.

KEY FINDINGS

Positive Findings 

It is acknowledged there are areas where sound controls are in place and operating consistently:

Systems and processes in place for the preparation of reports requiring executive and non-executive decisions

 Both Councils have moved from using Covalent to store the Forward Plan to Mod.gov, which is the primary report management system, using ‘work 
to do’. This generates the Forward Plan, which shows the progress of reports that are due to be reported to committee up to 12 months in advance. 
The move from Covalent to using Mod.gov occurred during the course of the audit.

 There is a comprehensive 'Committee Report Guide and Report Authorisation Process - Breckland Council and South Holland District Council Users'. 
This aims to steer the author through the committee reporting process. This includes references to the respective Council’s Constitutions in respect of 
decision making, as well as step by step guide in the use of the ‘work to do’ system.

 Corporate Governance Training had been delivered, primarily around the Constitution and decision-making, during 2016/17 with four sessions offered 
to report authors and a brief session delivered to Senior Management Team (SMT) / Executive Management Team ((EMT) at an Away Day. Whilst 
very positive, the training had not been attended by all report authors.   

Executive and non-executive decisions in accordance with the Council’s Constitution 

 No instances were noted in respect of incorrect decisions being made or with non-compliance with meeting the requisite timescales.   

Issues to be addressed 

The audit has highlighted the following areas where three ‘important’ recommendations have been made:

Systems and processes in place for the preparation of reports requiring executive and non-executive decisions

 To reinforce the requirements of EMT, to ensure full compliance with the use of Mod.gov in the report preparation and management, so as to mitigate 
against the risk of report deadlines not being met and misleading / incomplete information appearing on the Forward Plan. 
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Executive and non-executive decisions in accordance with the Council’s Constitution 

 For the EMT to hold report authors to account for any unjustified non-compliance with the use of Mod.gov, thereby reducing the risk of the system not 
being used in accordance with EMT’s expectations and reports not being processed correctly or in accordance with the requisite timescales. 

Training on executive and non-executive decision making

 The need to ensure that those senior officers and report authors (both authorities) who have not yet attended the compulsory governance / decision-
making training are required to do so. In addition, that compulsory training on use of the Mod.gov system, in particular ‘work to do’, is also rolled out 
to all senior officers and report authors. This is to reduce the risk that report authors do not understand decision-making processes under the 
Constitution and/or do not use the Mod.gov system correctly, leading to inaccurate / delayed reports being produced or incorrect decisions being 
made. 

The audit has highlighted the following area where one ‘needs attention’ recommendation has been made:

Executive and non-executive decisions in accordance with the Council’s Constitution 

 The ‘Officer Decision Flowchart’ produced by the Executive Manager – Governance,  be made more readily available to report authors, thereby 
reducing the risk of the wrong reporting path being followed, and that similar flow charts be produced for other elements of the process (whether a 
decision is a Council/Committee or Cabinet/Portfolio Holder decision, for example). This will help to minimise the risk of decisions being made by the 
wrong decision-maker or following a defective process.   
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Position Statement – Transformation Programme

Executive Summary 

INTRODUCTION

1. This review was carried out in February and March 2017 as part of the planned internal audit work for 2016/17. Through discussions with the 
Executive Manager – People and Public Protection, during the planning stage, it was agreed that this review will provide an overview of the 
operations of both the Strategic and Operational Transformation Boards. Prior to September 2016, there was only the one joint (between Breckland 
and South Holland) Transformation Board.     

Upon commencement of the review, it was agreed with both the Executive Manager – People and Public Protection and the Corporate Improvement 
and Performance Manager, that the review would focus on three particular projects that had or were still in the process of going through the new two 
board structure, these being; Financial Services (Breckland), Environmental Protection (Joint) and Legal Services (Joint).

SCOPE

2. The objective of the review was to highlight any possible areas for improvement and provide a ‘position statement’ to the Executive Manager – 
People and Public Protection and the Corporate Improvement and Performance Manager on the outcomes of the review, as outlined above.

MATERIALITY

3. The primary aim of the two Transformation Boards is to deliver a series of transformation programmes (including projects and services reviews) that 
will provide a return on investment and / or deliver savings for both Councils. 

KEY FINDINGS

4. The review considered the observations and suggested actions and improvements to be made from analysis of the systems and controls in place as 
well as those due to be implemented within the remaining planned work.

AUDIT OBSERVATIONS

5. The audit has concluded with a number of suggested action / improvements presented to management for consideration. These will help 
management to work towards assessing the efficiency and effectiveness of the new separate Operational and Strategic Board structure in delivering 
the Transformation Programme. 

Key suggested action / improvements include:

 A minor issue which is slightly misleading in that whilst the Terms of Reference (ToR) for the Operational Board aligns correctly with the title, those for 
the Strategic Transformation Board just refer to ‘Transformation Board’ rather than Strategic Transformation Board, which would make the link much 
clearer. The same level of consistency should apply to the meeting minutes.
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 The Governance Flowchart in the respective ToR needs updating to reflect current arrangements as per the Governance Flowchart provided. In doing 
so, it should exclude names of existing post holders so as to reduce the need to keep updating once changes to staff arise. 

 There needs to be improved clarity in the board meetings when giving its approval / endorsement to a service review / project and in following up on 
‘Action’ points referred to therein. This is applicable at both Operational and Strategic Transformation Board level. 

 Where the Transformation Strategic Board has been unable to convene to consider / endorse a service review / project, a template proforma is used 
that provides evidence of the requisite levels of consideration and formal endorsement of that service review / project. In addition, the process of 
endorsing a service review / project, outside of a formal Board meeting be included in the respective ToR, including the use of a template proforma.

 Consideration be given to reviewing the reporting requirements/streams, in order to see if any efficiencies can be achieved in the time spent by the 
Corporate Improvement and Performance Manager with the current requirements.

 Management should consider assessing the effectiveness of the new two board (Strategic and Operational) in terms of whether it has / is achieving it 
desired outcomes for delivering transformation projects / service reviews. The assessment should include the outcomes of this review, feedback from 
members of both boards and individual project leads, particularly from the Chief Accountant in respect of Financial Services review being considered 
at Strategic Board level. 
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Position Statement – Leisure

Executive Summary 

INTRODUCTION

1. This review was carried out in March 2017 as part of the planned internal audit work for 2016/17. This was a high-level review focusing on the Castle 
Sports Complex in Spalding and the Peele Leisure Centre in Long Sutton, in particular, for internal audit to act as a critical friend looking at the 
options the Council has / is exploring over the future provision; both short and longer term, of these services. Services at both centres are provided by 
1Life. The scope of this review has not been subject to previous audit scrutiny.

SCOPE

2. The objective of the review was to highlight any possible areas for improvement and provide a ‘position statement’ to the Executive Director – Place 
on the outcomes of the review with regard to procurement and contract management, as outline above.

MATERIALITY

3. The Council’s Corporate Plan 2015 – 2019 includes a corporate priority ‘To develop safer, stronger, healthier and more independent communities 
while protecting the most vulnerable’. To help meet this priority and health and wellbeing generally, the Council provides leisure services from two key 
facilities, namely the Castle Sports Complex in Spalding and the Peele Leisure Centre in Long Sutton.  

KEY FINDINGS

4. The review considered the observations and suggested actions and improvements to be made from analysis of the systems and controls in place as 
well as those to be due to be implemented within the remaining planned work.

AUDIT OBSERVATIONS

5. The audit has concluded with a number of suggested action / improvements presented to management for consideration. These will help 
management to work towards assessing the efficiency and effectiveness for the future provision of leisure services at both the Castle Sports Complex 
in Spalding and the Peele Leisure Centre in Long Sutton. 

Key suggested action / improvements include:

 Following discussion of the outcomes of the legal advice between the Executive Director - Place, the Leader and Deputy Leaders, a deadline be 
agreed / set for planning both the shorter and longer term contractual arrangements for leisure service provision at the Castle Sports Complex 
and the Peele Leisure Centre. This is to allow time for a full procurement exercise to be considered / conducted prior to the contract(s) expiring in 
2018 and also to demonstrate value for money considerations. 

 Written procedures (‘Contract Monitoring Manual’) be produced that explains the key aspects of the service provided by 1Life (at both the Castle 
Sports Complex and the Peele Leisure Centre) that are to be monitored and to what standards, referring to:
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 Assigned, dedicated, trained officer(s) to monitor the contract and service delivery and deal with immediate issues.

 The type and frequency of monitoring to be undertaken and how this is to be evidenced.

 Reference to assurances required of the contractor’s own self-monitoring arrangements, including information referred to in the 
quarterly Client Reports, (so as to avoid duplication and at the same time, ensure these are relevant and can be relied upon). 

 Regular (e.g. monthly / quarterly) client / contractor / board monitoring meetings, to highlight ongoing service issues.

 Recording / logging and addressing day to day issues / complaints, to ensure they are promptly investigated and addressed. Such 
reports to be considered as standard agenda items at client / contractor meetings.

 The process for issuing default notices.

 Reference to performance measures and validation thereof.

 Introduce formal contract monitoring at the Peele Leisure Centre, including assessment and reliance of self-monitoring arrangements operated 
by 1Life, so as to ensure contract expectations are being met, as well as any statutory requirements e.g. health and safety. This can be included 
in with those for the Castle Sports Complex, which can be enhanced further by the suggested actions referred to above and include, but not 
exclusive to, clarity over usage of the centre, complaint handling and promotional activity. 

 The current quarterly Client Report to include more detailed coverage of the activities of the Peele Sports Centre, including participation figures 
and promotional activity. 

 Action is promptly taken to resolve the dispute with Peele school over disputed costs, both in terms of any clawback and future payments.  

 To resolve the lack of clarity with the termination of the tripartite agreement.  

 Agree a way forward with Lincolnshire County Council (LCC) on the widening of community use of the Peele Leisure Centre.
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Position Statement – ISO27001:2013 Gap Analysis

Executive Summary 

INTRODUCTION

1. This review was carried out in January to March 2017 as part of the planned internal audit work for 2016/17. The outcomes of the review are being 
reported as a ‘Position Statement’, due to the Councils being at the early stage of an aspiration to comply with the spirit of the standard. Due to the 
findings of the analysis some of the suggested actions will be followed up with management due to the associated requirements, with others being 
notes as points for improvement.  As such, no formal assurance is being made at this time, although those key actions will be incorporated into the 
standard audit follow up process.

SCOPE

2. The objective of this review was to conduct a gap analysis of the ISO27001:2013 standard against the current readiness of the Councils to comply 
with it and to provide suggestions to management to enhance the process, where applicable.  

MATERIALITY

3. Compliance with the ISO27001:2013 standard will help the Councils demonstrate their ability to implement relevant Information Security controls 
when entering into partnership with third parties.  It is noted that certain potential partners request that the Councils operate with compliance to the 
standard in mind, although are not necessarily requiring formal accreditation to it. 

KEY FINDINGS

4. The review considered the observations and has suggested actions and improvements to be made from analysis of the systems and controls in place 
as well as those to be due to be implemented within the remaining planned work.

5. The Councils are starting work to help ensure operational compliance with the standard and this report is designed to assist with that process by 
highlighting the key areas to focus on.  A further audit review to track progress may be planned in the future, and will be considered as part of the 
audit planning process.

AUDIT OBSERVATIONS

The review of the current position of the Council’s aspiration to adopt in principle the requirements of the ISO ISO27001:2013 standard involved assessment 
adherence to 13 key controls areas, as stipulated in the standard.

On conclusion, a number of suggested action and improvements have been presented to management for consideration. This will help ensure that 
management move towards ISO recognition in a measured way and ensure that the required controls are operating adequately, effectively and efficiently. 
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A number of existing policies require review & update, and where possible, the policy for both Councils needs to be the same (joint). In some instances there 
are gaps in current policy, however practices are in place, such as; mobile device, mobile working, access control cryptography, secured areas, change 
management, capacity management, back up and forensic awareness.

The areas relating to information security policy, information security management and information security aspects of business continuity planning are 
already well progressed and require minor attention. 

Of particular note where more action / improvement is required is in the following three areas:

Asset Management

This area covers policies and procedures relating to the management of ICT hardware and software assets procured and subsequently deployed by the 
Councils.  The key actions / improvements within this area are to; update and review associated policies, ensure appropriate asset inventory documentation is 
in place & reviewed regularly and ensure that the leavers & movers process is improved to ensure return of assets.

Physical and Environmental Security

This area looks at how relevant secure areas such as server rooms are managed by way of security and environmental measures.  Such measures could 
include burglar alarms, water and fire detection and prevention systems.  The key actions / improvements within this area are to; update and review 
associated policies, risk assessing equipment locations, UPS and generator facilities to be regularly tested and consider the use of physical security locking 
devises for laptop users. 

Operations Security

This area covers the policies and procedures adopted for the appropriate management of the ICT department.  This includes the operational policies and 
procedures adopted to help ensure adequate integrity, availability and confidentiality of the Councils’ data and relevant supporting ICT network and systems.  
The key actions / improvements within this area are to; update and review associated policies, document the IT operational procedures once the new 
infrastructure is in place, enhance the South Holland DC back up processes, consider staff training to help prevent malware infections, regularly review event 
logs and administrator & operator logs and introduce a process to detect internal vulnerabilities on a periodic basis.

Progress in meeting the above requirements will be assessed as part of the planned ICT audit reviews in 2017/18.
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APPENDIX 3 – PERFORMANCE MEASURES

Area / Indicator Target
Audit Committee / Senior Management

1. Audit Committee Satisfaction – measured 
annually

2. Chief Finance Officer Satisfaction – 
measured quarterly

Adequate

Good

Internal Audit Process
3. Each quarters audits completed to draft 

report within 10 working days of the end 
of the quarter

4. Quarterly assurance reports to the 
Contract Manager within 15 working days 
of the end of each quarter

5. An audit file supporting each review and 
showing clear evidence of quality control 
review shall be completed prior to the 
issue of the draft report ( a sample of 
these will be subject to quality review by 
the Contract Manager)

6. Compliance with Public Sector Internal 
Audit Standards

7. Respond to the Contract Manager within 
3 working days where unsatisfactory 
feedback has been received.

100%

100%

100%

Full

100%

Clients
8. Average feedback score received from 

key clients (auditees)
9. Percentage of recommendations 

accepted by management

Adequate

90%

Innovations and Capabilities
10. Percentage of qualified (including 

experienced) staff working on the 
contract each quarter

11. Number of training hours per member of 
staff completed per quarter

60%

1 day


